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Executive Summary

While cryptocurrency steals headlines, the
fraudsters are out in force trying to steal them too.

These new currencies and ecosystems are on the cusp of going mainstream with
big-time brands and personalities lining up signaling support. This digital gold rush
is also attracting fraudsters who see a multibillion-dollar opportunity to scam and
defraud investors. With very little regulation, protection is lacking for those who
invest or transact in cryptocurrencies.

Bolster’s research shows that fraud and scams related to cryptocurrencies
are on the rise, and serves as the biggest threat to cryptocurrencies

going mainstream. .
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Introduction

As Bitcoin (BTC-USD) continues to notch new highs, the buzz around cryptocurrency
is hitting a feverish pitch. The buzz and highs are driven by institutional investors
and speculators alike and the backing of big-time personas and brands. Elon Musk’s
frequent public endorsements for example, and Telsa’s recent $1.5B purchase of
Bitcoin along with near-term plans to accept cryptocurrency for vehicle purchases,
has provided a significant boost. And on the other end of the spectrum, the recent
run-up with cryptocurrency Dogecoin (DOGE-USD), is a perfect example of
speculators and frenzy at work driving up cryptocurrency values.

Naturally, none of this is lost on the hackers and scammers that troll the Internet for
a quick buck, or in this case billions of bucks. In fact, the numbers we’ve observed
with our platform are eye-opening. In 2020, we witnessed a 40% year-over-year
increase in crypto-related scams to over 400,000. And looking ahead we anticipate a
more than 75% increase in 2021! We observed the scams occurring across a wider
range of top-level-domains, indicating a growing threat landscape.

Fraudsters are targeting unwary consumers with everything from fake sites designed
to steal credentials to scams that require a small investment with the promise of a
guaranteed return. Some are even promoting outright sweepstakes type scams by
announcing giveaways.

Broadly there are four types of cryptocurrency scams that are proliferating.

« Fake prizes, giveaways, or sweepstakes
+ Investment related scams

« Advance fee schemes

+ Celebrity impersonations

Interestingly, most of the scams are also leveraging the COVID-19 pandemic and
positioned as a campaign to help those who need assistance. The scams also combine
different tactics, for example, a celebrity giving away cryptos for an advance fee.

This paper delves deeper into the surges we've observed. We’ll examine both how
cryptocurrency scams are evolving and expanding. We’ll provide detailed examples
of the various cryptocurrency scams we detected. And we’ll conclude with tips for
cryptocurrency foundations and businesses, businesses in general, and individuals
on how they can keep safe as cryptocurrency goes mainstream.
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Key Terms
Cryptocurrency Cryptocurrency
A digital asset designed Exchange

to work as a medium A business that allows

of exchange wherein customers to trade
individual coin ownership cryptocurrencies or

records are stored in digital currencies

Cryptocurrency
Wallet

A device, physical
medium, program
or a service which
stores the public

a ledger existing in a for other assets, such and/or private keys
form of computerized as conventional fiat for cryptocurrency
database using strong money or other transactions.
cryptography to secure digital currencies.
transaction records.

Quick Facts

i
aify

407,831

TOTAL NUMBER OF
CRYPTO-RELATED

SCAMS IN 2020 INCREASE

187

TOP LEVEL DOMAINS
USED IN 2020

~40%

CRYPTO SCAMS:
2019/2020 YEAR-OVER-YEAR

300+
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Cryptocurrency
Mining

The process in
which transactions
between users

are verified and
added to the
blockchain

public ledger.

L
75%

CRYPTO SCAMS:
2021 PROJECTED
INCREASE

PROJECTED TOP-LEVEL

DOMAINS IN 2021
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Scam Rankings by Cryptocurrency:

CRYPTO-
CURRENCY
Bitcoin
ChainLink
Ethereum
Cardano
Ripple
Binance Coin
Litecoin
Stellar
PolkaDot

Tether

Phishing & Scam Rankings by Wallets/Exchanges:

WALLET/
EXCHANGE
Binance
Coinbase
Gemini

Luno
Atomic Wallet
Exodus
Theta Wallet
Ledger
Daedalus

MetaMask

% OF SCAMS

\ % OF SCAMS

Phishing & Scam Rankings by Personality:

PERSONALITY

Elon Musk

John McAfee
Yusaku Maezawa
Bill Gates

Jack Dorsey

Other notable names include Warren Buffett, Jack Ma, Cameron Winklevoss, Tyler Winklevoss.

\ % OF SCAMS

90.2%
l 3.9%

J s
I 1.7%
Jo.o%
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Cryptocurrency Value and
Hype Fuel Scams...and They
Happen Fast!

Perhaps the starkest condition we observed is the correlation between
cryptocurrency value and hype and fraud. Across virtually all the major
cryptocurrencies that we monitored, we observed a direct correlation between
increases in individual cryptocurrency trade volumes and value and phishing and
scam related activity. Our system monitors both early indicators of phishing and
scam activity, namely suspicious domain registrations in advance of scam sites
being launched, as well as active phishing and scam sites. Both of these metrics
demonstrated tight correlations to cryptocurrency value and hype. As a particular
cryptocurrency experienced an uptick in either value or hype, fraudsters and
scammers quickly came out of the woodwork to register domains and launch
fraud sites. We observed it all like clockwork.

Take for example Bitcoin, the leading cryptocurrency in terms of market
capitalization. You can see from the chart on the following page a direct correlation
between Bitcoin value and number of Bitcoin scams during 2020 and the start of
2021. Particularly in the second half of 2020, the rapid uptick in currency value was
matched by an equally alarming uptick in scam and hype related activity.

TELEGRAM CHAT GROUP: BITCOIN PUMP SIGNALS 55,739 MEMBERS

-\ Bit imp signals " [ 57
ﬁ Next Pump Scheduled!

@ Wednesday 06/09/2020 at 4 PM GMT
& Exchange: Binance

¥ This pump is going to be huge. Don't miss it!

If you don't have account on binance,
Create now v

page — 7
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Figure 1: Bitcoin (BTC-USD) currency value vs. scam activity

—
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Bitcoin value in USD ——e@——  Bitcoin Scams ——@——

Cryptocurrency Ethereum (ETH-USD) also experienced a similar correlation with
its currency value and related scam activity. Here’s a snapshot for 2020:

Figure 2: Ethereum (ETH-USD) currency value vs. scam activity

Cryptocurrency Scam Report — Cryptocurrency is booming, so are the scams.
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Scaled Price=Price/10 —@——  Scams ——@——
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And then there’s Dogecoin. Here, the cryptocurrency experienced an 800% runup

in value in less than 24 hours in late January of this year driven by a spike in
speculative investors and over-activity on the Reddit messaging board. The currency
value run-up wasn’t lost on scammers. As you can see in the chart below, the run-
up and ensuing attention triggered a tightly correlated spike in suspicious domain
registrations, a leading indicator for phishing and scam attacks.

Figure 3: DOGE cryptocurrency hype vs. suspicious domain registrations

Suspicious
domain
spike

Cyrptocurrency
spike

\

} } } } } } } } } }
Jan-20 Feb-20 Mar-20 Apr-20 May-20 Jun-20 Jul-20 Aug-20 Sep-20 Oct-20 Nov-20 Dec-20 Jan-21 Feb7’21|

Dogecoin Price in USD ——@——  Suspicious Doman Registrations ——@——

Crypto Scammers are
Casting a Wide Net

Like many online scams, crypto scams use well-known techniques and playbooks.
The scammers usually start by registering a domain name that could be mistaken
for a legitimate web address and set up a realistic site. Though the nature of the
scam varies, the common theme is that they request some sort of payment using a
crypto currency. The digital nature of these scams allows bad actors to replicate and
create multiple scams with minimal effort. The ease of replicating a scam allows
crypto scammers to target multiple crypto currencies, and that is exactly what
Bolster Research has discovered.

page — 9
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A great example is the Gemini Foundation Bitcoin and Ethereum Giveaway scam
that Bolster Research discovered. The screenshot below promotes a giveaway by
the Winklevoss brothers, who became famous first by suing Mark Zuckerberg, the
founder of Facebook, for stealing their alleged business idea. Since then, they have
become self-made billionaires by investing in cryptocurrencies and founding the
Gemini Exchange, a place to buy, store, and trade cryptocurrencies.

CRYPTO GIVEAWAY SCAM

Gemini Foundation 5.000 Bitcoin & 50.000
Ethereum Giveaway!

BTC ETH

Bitcoin & Ethereum

Event 2021

&7 GEMINI

Winklevoss Brothers

h global crisis, Winklevoss Brothers is here 1o offer all the help that we

the financial uncertainty that some people may be facing right now,

ve decided o giveaway 5.000 Bitcoin & 50.000 Ethereum, in our best attempts

How do | participate? O

If you would like to participate in the giveaway, it's very simple! All you need w do
0.1 BTC - 20 BTC or 3 ETH -

is send any amount of Bitcoin or Ethereum, (betw

200 ETH) to our official contribu ss for ent, and once we have received

your transaction, we will immediately send back (2x) to the address that you sent the

Bitcoin or Ethereum from

& BTC Contribution Address: 1ErTooAggXpvdCNvwaFxsZdborPyBLi gz

Scam URL: hxxp://telegra[.]ph/Gemini-Foundation-5000-Bitcoin-50000-
Ethereum-Giveaway-01-27

View CheckPhish Insights page

page — 10
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At first glance, the scam page could be mistaken for a real philanthropic campaign.
The URL includes the “Gemini Foundation,” and the visuals used include real
pictures of the Winklevoss brothers and official Gemini logo. It’s only when you
start looking into the details of the site that you notice that this clearly cannot be

authentic. Some of the giveaway signals are:

The CheckPhish Insights page also shows that there are at least 10 different crypto
sites being hosted on the primary domain “telegra.ph.” The list of domain shows
that the same domain and IP address are also hosting scams targeting Cardano
(ADA) & Ripple (XRP) users and targeting other famous personalities like Elon

Top level domain used is “.ph” which belongs to the Philippines
Site is hosted in the UK (see CheckPhish Insights)
Domain is registered through GoDaddy—a consumer service

Multiple cryptocurrency foundation sites are hosted on the same domain

Musk. Red flag!

Passive DNS Al ~

Domains hosted on the same IP address

telegra.ph

Showing 1-10of1

Similar URLs All ~

URLs hosted on the same domain

https://telegra.ph/SpaceX-Foundation-5000-Bitcoin-Giveaway-Airdrop-01-...

https://telegra. ph/Gemini-Foundation-5000-Bitcoin--50000-Ethereum-Give...

https://telegra. ph/Roger-Ver-Crypto-Extravaganza--Ethereum-Bitcoin-Airdr...

https:/#telegra. ph/How-to-enter-the-ETH-giveaway-06-03

https:/#telegra.ph/Elon-Musk--Official-ETH-and-BTC -Giveaway-06-07-2

https:/ftelegra. ph/Brad-Garlinghouse--Official-XRP-Giveaway-06-05

https://telegra. ph/Charles-Hoskinson-100-Million-Cardano-ADA-Giveaway-...

https://telegra. ph/Cardano-Foundation-100000000-ADA-Giveaway-Airdrop...

https:/#telegra. ph/Cardanc-Foundation-100000000-ADA-Giveaway-Airdrop...

https://telegra. ph/Charles-Hoskinson-100-Million-Cardano-ADA-Giveaway-..
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Crypto Scammers are In
a Domain Gold Rush

As the Internet has become critical for everything from education to commerce to
entertainment, the international body that manages domain names, ICANN, has
kept pace by expanding the number of available domains. Today, there are more
than 1,400 top level domains (TLDs), and that number increases every year. The
result is a crypto-scam domain gold rush as scammers try to reserve domain names
to propagate their scams.

Reserving the right domain name is an important step to establishing a credible
crypto scam. Because most people do not understand how domain name
reservations work, seeing the currency, a celebrity, or an organization in the
domain name itself tends to lend credibility to a page’s legitimacy. The huge surge
in suspicious domain name registrations, noted earlier, demonstrates that
scammers are registering tens of thousands of domains, each of which could be
used to scam investors.

Hosting companies provide services that allow individuals, organizations, or
companies to make their website accessible on the Internet. Globally, there are
more than 330,000 hosting companies, including companies such as Google,
Amazon, and Microsoft. Most of these companies offer services that allow users to
set up accounts remotely from anywhere in the world. The abundance of hosting
companies means that if a site is taken down by one hosting company, the scammer
can easily move to another one quickly by simply copying the website files.

This means that fighting online fraud is a constant battle for hosting companies. The
sheer volume of suspicious domains and scams means that hosting providers can
never proactively police every site. Since January 2020, we observed 396 different
hosting providers in 58 different countries across the globe hosting crypto scams.
Given the high number of scams being created, there is a high probability that the
same bad actor, whether it is a group or an individual, is running multiple scams
simultaneously. We see this through the concentration of hosting providers and

IP address infrastructure being used. In the US alone, 125 hosting providers were
used by crypto scammers. These numbers do not include hijacked or compromised
servers or machines.



PN BOLSTER

Cryptocurrency Scam Report — Cryptocurrency is booming, so are the scams.

From an IP address perspective, 1,212 unique IP addresses belonging to the above
125 hosting providers were used in the US to host fraud related to crypto. This
represents more than half the number (exact count being 2175) of IP address used
to host crypto fraud across the globe.

n
Crypto scams are a global |
phenomenon

scams propatated in 50% hosted
58 COUNTRIES IN UNITED STATES

We suspect that the notoriety of crypto currencies over the past year in the United
States has caused a higher-than-normal concentration of crypto scams hosted
domestically. Typically, Bolster Research has observed 39% of fraud campaigns
being hosted in the US. The cause of the higher concentration is likely due to the
increased adoption of trading apps like Robinhood making it easy for individual
investors to trade cryptocurrency.

Also, despite the pandemic, the US economy has managed to remain relatively
strong, and the average household wealth still continues to be one of the highest in
the world. At the same time there are large numbers of households struggling, and
these are the ones most susceptible to fall for a cryptocurrency scam that seems
promising, but in reality is too good to be true.

page — 13
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Countries Where Crypto Scams are Hosted

COUNTRY ‘ % FRAUD HOSTED

Germany -7

Russia
France

Brazil
Canada
Netherlands
Great Britain
Venezuela

UAE

Note that this data does not reveal where the scammers themselves are. A scammer
can host a fraudulent website in a country from anywhere in the world. They need
not reside in the country.

Fraud across more top-level domains

Bolster Research also reveals that while attackers continue to leverage primarily
the most well-known domain of “.com,” there is a growing use of less well-known
top-level-domains (TLDs) to stand up malicious sites. In fact in 2020, our system
detected cryptocurrency fraud on 187 different TLDs. We estimate that this number
will jump to more than 300 TLDs by the end of 2021. Using multiple TLDs helps
fraudsters proliferate a campaign and makes it harder for any kind of enforcement
action because of the sheer number of domains to contend with.

Top Level Domains Used

TLD ‘ % FRAUD HOSTED

.co l 2
.site . 2
.online l 2

page — 14
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Some scammers get creative and use more novel TLDs to host their scams. Below
is an example of an advance fee scam using the image of Elon Musk and his
association with his company Space X. The URL uses the TLD “.stream” and
includes the company name.

ADVANCE FEE SCAM:

Scam URL: hxxp://spacexdrop|.]stream/
View CheckPhish Insights page


https://checkphish.ai/insights/url/1592357962012/d39bd426cc8aa03e585a36f751b345728c4cd4a5c9d6406b6f6f30ac4b0e909e
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Here’s another scam that uses the TLD “.vip” to give the impression that this is Elon
Musk’s personal blog site. The screen shot of the scam site clearly shows a page
designed to look like a page on the popular blogging platform, Medium.

CELEBRITY IMPERSONATION SCAM

Medium

o Elon Musk

Elon Musk— Official ETH and
BTC Giveaway

Our marketing department here at Tesla HQ came up with an idea: to hold a

special giveaway event for all crypto fans out there.

If you want to participate, it is really simple to do. Just navigate to these

websites to learn more:

Click this official link to get BTC

o Mever miss a story from Elon Musk, when you sign up for Medium., m

Scam URL: hxxp://emusk[.]vip/
View CheckPhish Insights page

page — 16
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Some scams are just pure giveaway scams, like the screen shot below. Though there
may not be any upfront fee, the scams involve you revealing your crypto current
wallet information, which the criminals then use to clean out whatever balances

you may have. Cryptocurrency accounts do not provide any of the fraud protections
available through traditional banks or investment companies, so consumers have no
recourse if they fall for one of these scams.

GIVEAWAY SCAM:

Medium

Binance Giveaway: Bitcoin, Ethereum and
Tether (ERC-20)

A
5 BINANCE

STOP COVID-19

GIVEAWAY

10,000 BTC
0 ETH-
-1.000.000 USDT-

It has been a tough time for everyone in 2020, as the Covid-19 pandemic took
the world by surprise and causing many deaths as well as economic downfall.
Times like this reminds us the reason for the existence of cryptocurrency; to

take power away from those that can print money out of thin air.

In light of this, Binance team has personally allocated 10,000 Ethereum, 5
000 Bitcoin and $1 000 000 Tether (erc-20) to be given out as a way to speed
up the process of cryptocurrency adoption and to support the #STAYHOME

MNever miss a story from Binance, when you sign up for Medium,

Scam URL:hxxp://stayhome2020[.]club/
View CheckPhish Insights page
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Lifecycle of a Crypto Scam

Around the world, spanning a multitude of geographies and hosting providers,

scammers gear up. And while the attacks themselves are varied, the process of

staging an attack is similar:

Stage:
SECURE DOMAIN,
SETUP WEBSITE,

LAUNCH PHISHING KIT

Scam:
SNARE VICTIMS VIA SCAMS
TARGETING FUND, WALLET &
CREDENTIAL THEFT

Launch:
PROPAGATE PHISHING/ SCAM
LINKS VIA EMAIL & SOCIAL
MEDIA, FAKE BLOGS

Figure 1: Lifecycle of the scam

Repeat:
TAKE THE MONEY & RUN TO
THE NEXT HOSTING PROVIDER
OR DOMAIN & REPEAT

With our systems, we are able to observe the very early stages of fraudulent activity

starting with the moment a fake or suspicious domain is registered. From there,

we’re able to actively monitor the domain for signs of weaponization and campaign
readiness. Many organizations lack this level of visibility and inherent detection

capabilities, leaving them exposed well after a phishing or scam attack has been

launched, and well after the damage has been done.

page — 18
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Propagation mechanisms

Oftentimes crypto scams are propagated through social media channels like
Telegram, Twitter, Medium, Facebook and others.

On Telegram we found tens of scam pages and groups for each cryptocurrency and
crypto exchange and wallet company.

Here’s an example of a fake Binance group on Telegram:

Binance_official ) i
° Binance_official
@binance_officiall

Soccer Superstar | ™
E <) Ronaldinho is
* . #binance update
aunching his own

Initial Coin Offering

‘‘‘‘‘‘ to view and join the conversation

About Blog Apps Platform

RONALDINHO SOCCER/COIN PROJECT

© BINANCE Updat

Scam URL: hxxp://t.me/binance_officiall

page — 19
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Then there’s Twitter. Check out this example of someone sending a scam link
around as part of a reply on Elon Musk’s Twitter page.

X ‘ Elon Musk &

“ Literally

X ‘ Elon Musk &3

' On the actual moon

“ E10nMuzk ®ns

|l have decided to hold a special event!|

|Go to //[[www.elon2.site \\\\

Cryptocurrency Scam Report — Cryptocurrency is booming, so are the scams.

|[Every one gets a fair chance!|

Note the URL site in the comment, elon2.site, it’s a scam.
View the CheckPhish Insights page to see more.


https://checkphish.ai/insights/url/1614184237721/1e3a31c6b4a6506bdf4b9b385ae581c7005cef5381ec9353ecfe87dcf94ddd94
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Facebook isn’t immune either. Here’s an address verification scam on Facebook:

P TRON

Earn Tron and Bitcoin
E Like: This Page @

Scam URL: https://www.facebook.com/pg/thomaspowerr/posts/

Medium articles and blog posts are also fertile ground for seeding scams. Here’s a
fake Elon Musk blog and address verification giveaway scam:

Elon Musk wers  About m

Elon Musk — Official BTC Giveaway

Elon Musk

Our marketing department here at Tesla HQ came up with an idea: to

hold a special giveaway event for all crypto fans out there. To help crypto
community, during this bear market together we decided to hosta 1 000
BTC giveaway event.

If you want to participate, it is really simple to do:

To verify your address, just send from 0.01 to 1 BTC to the address below

and get from 0.1 to 10 BTC back!

Payment Address: 1XAHxQJ2x1a8J38RdXy1D1xZb2MFfZCT6

And as you can suspect, the scammers are getting more and more clever by the day.
Read on to learn more.

page — 21
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Beware of Giveaways!

Classic giveaway and airdrop scams

Across this expanding threat landscape, we observed a wide range of scams. The
most common, and shall we say classic scam, is the giveaway scam. Here, URLs
appear to end users in the form of tweets, Facebook posts, and blog posts talking of
an “Official Bitcoin Giveaway” or a “Get your 5000 ETH now” offer or the likes.

Virtually all of these URLSs our system detects lead to scam pages targeting specific
cryptocurrencies such as Bitcoin, Ethereum, Ripple or Cardano to name a few. The
site will often times use either a well-known cryptocurrency exchange company or a
well-known person in the crypto industry or a celebrity, to make these scams seem
more legitimate. These sites often claim that “due to wanting quicker adoption of the
cryptocurrency, for every X amount of crypto you send to a specific wallet address,
you will get at least 2X back.” Of course, these sites have no intention of sending any
cryptocurrency back to you and once you send your cryptocurrency to that wallet
address, it is gone for good.

Here’s an example using the Binance name and logo to legitimize this Bitcoin
giveaway scam:

CRYPTOCURRENCY GIVEAWAY SCAM

Cryptocurrency Scam Report — Cryptocurrency is booming, so are the scams.

-_$-B|NANCE

Scam URL: hxxp://binance-cz[.]epizy[.]Jcom/btc/index[.]htmI?i=2
View CheckPhish Insights page


https://checkphish.ai/insights/url/1610083925181/b665e288f157235ce38c1e0cd0178dbfae6c71381acbcd32a0269841c7c423cd
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And here’s an example of an Ethereum airdrop giveaway site:

ETHEREUM GIVEAWAY SCAM

9 erhereum

10,000 ETH Airdrop

nd any amount reum, (hetwe ETH -

we have received your transaction, we will Inmediatety send back
(2x) to the address that you sent the Ethereum from.

0xd4073HfDCdd589EE118A485b9187Cho0eB476956 &

Minimum contribution: 5 ETH (Approx $5000)

z

1. This promation is available worldwide. Anyone can participate.

2. You can only participate once. If you try to participate more than once, your ETH will be automatically refunded.

3. You can send Ethersum using any wallet or exchange.

4, If the transaction does not process properly, please try by sending the same amount to the ETH address again, and it should
go through. Your ariginal transaction will be refunded as you can only participate once,

5. Please do not abuse the Airdrop by using multiple walletsiexchanges. If you found to be using multiple addresses, the
transaction will get cancelled.

Scam URL: hxxp://officialetherfoundation[.]Jcom
View CheckPhish Insights page
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Keep an Eye on
Your Crypto Wallet!

Wallet validation/giveaway scams

While the most common cryptocurrency scam is still the classic giveaway, and our
system sees them all day long, our system is also detecting a growing set of scams
targeting cryptocurrency wallets. Just like the physical one you might have once kept
in your back pocket, cryptocurrency wallets are the digital equivalent, allowing you
to store cryptocurrency and transact securely across the Internet.

One such scam builds on the giveaway scam claiming that in order to validate your
wallet you need to send a certain amount of cryptocurrency to the wallet address
listed on the website. Like the giveaway scam, once you send your currency to that
wallet address, it’s gone.

Here’s an example involving Bitcoin and using Jeff Bezos’s personality and his
company Blue Origin in an attempt to make the transaction seem more legit:

CRYPTOWALLET VALIDATION/GIVEAWAY SCAM

Scam URL: hxxps://www[.]astral[.]design/demo/blue-origin/
View CheckPhish Insights page


https://checkphish.ai/insights/url/1610144914262/2e6dc8ba9a7679a63d4b126b3eef10b83e9694ca98a3ed5a75aad3b050230fae
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And here’s a similar Bitcoin example using Elon Musk’s personality and the
Tesla brand:

CRYPTOWALLET VALIDATION/GIVEAWAY SCAM

YV r=sLn

To verify your address, just send from 0.1 to 30 BTC to the
address below and get from 0.2 to 60 BTC (x2 back).

Payment Address O 10
You can send BTC to the following address: -E

36iyEpU3NgsDMKTCwSYjPik2eLEXPvVRAzS

[@ Copy Address to Clipboard

Instruction:
or a transaction, you can use any wallet or exchange to participate!
- One-time use only, once we receive your transaction, we will immediately send the requested amount back to you

£.* Waiting for payment

in? Click Here
ansaction is processed to your address.

Once we receive you g
Every address that is sent too late, gets their BTC immediately sent back

Counting BTC left

Scam URL: hxxps://emuskgiveaway[.]Jcom/en/btc/index[.]html
View CheckPhish Insights page
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And here’s yet another example involving both Bitcoin and Ethereum and using
Elon Musk’s personality and the Tesla brand:

CRYPTOWALLET VALIDATION/GIVEAWAY SCAM

Elon 5,000 BTC 100000 ETH
Airdrop!

Tesla has come a long way in the past year and we couldn't do it without you.

We here at Tesla HQ came up with a nice idea: to hold a special airdrop event
of 5000 BTC and 100000 ETH for all crypto fans!

If you want to participate, it is simple to do. Just navigate to the BTC
airdrop portal below to learn more:

0 Mever miss a story from Elon Musk, when you sign up for Medium.

Scam URL: hxxp://elon-promise[.]Jcom/
View CheckPhish Insights page
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Beware of Internet
Pick Pockets!

Cryptowallet theft scams

Our system also detected a more nefarious wallet validation/authentication phish.
With this type of scam, crypto wallet companies are impersonated by scammers to
gain access to private information needed to access a customer’s crypto wallet. These
sites appear to be legitimate using specific company names and logos and usually
contains the company name in the domain. These sites ask for details such as a
customer’s keystore file, wallet password, mnemonic phrase, wallet address, BIP39/
BIP44 recovery phrase, and private key...basically all the information needed for a
scammer to empty your crypto wallet in a New York minute.

Oftentimes a phishing email will be sent to customers that spoof these wallet
companies. These phishing emails make various claims about data breaches, missing
information, updating information, and incorrect transactions to direct customers

to these fraudulent sites. As with most phishing emails, urgency is created leaving
unassuming targets little time to think before visiting these sites and giving away
their private information. And beware, we’ve observed these types of scams targeting
not only the more well-known crypto wallet companies but also the lesser
well-known.
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Here are two examples, one targeting Atomic Wallet and another targeting
Theta Wallet customers:

FAKE ATOM WALLET VALIDATION

Validate Your Wallet

MNEMONIC

Please enter your mnemonic phrase

Scam URL: hxxps://www[.Jauthenticateatomicwallet[.]Jcom
View CheckPhish Insights page

E THETA WALLET

Unl

PRIVATE HEY
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Scam URL: hxxps://www/[.]thetanode[.Jonline/unlock/privatekey[.]html
View CheckPhish Insights page
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Stake Your Ground!
Staking Scams

Proof of staking scams

Similar to mining, staking is a process that lets crypto holders actively participate

in transaction validation on a blockchain. To earn rewards via staking, a user needs
to have a minimum balance for a given cryptocurrency. Some attackers have been
targeting Proof of Staking as a method of attack aimed at independent investors.
Users need to be aware of all the staking websites that have emerged in recent times.
While a few of them could be legitimate, most of them are scams hosted to lure
crypto enthusiasts.

Here’s an example. In this instance our system detected other scam pages hosted on
the same domain & IP address.

STAKING SCAM SITE

& stoler G ol =

& Back to articles SDF BLOG

Introducing the Stellar
Community Staking
Competition

Scam URL: hxxp://mail7-stellar[.]Jorg/
View CheckPhish Insights page
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Keep an Eye on Fakes!

Classic phishing scams

And of course, there’s always the flat-out fake site to beware of when it comes to
cryptocurrency. Typically replicas of the real site and usually asking for username/
password credentials, many of these sites employ look-alike domains that are
confusingly similar to the legitimate domain and site.

Here’s an example of a fake login page for Luno:

FAKE LOGIN PAGE

Sign in with your email

Having Trouble?

G Continue With Goagle

€  Continue With Facebook

Scam URL: hxxps://www[.]lunologinconfirmation[.Jcom/
View CheckPhish Insights page
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And here’s an example of a fake site targeting Ledger and its customers:

FAKE LEDGER SITE

H] Ledger Products O Downioads Crypto Assets Get started O For Business O Support o

Access Wallet

Be the only one in

Secure, Buy, Sell. Exchangé & Earn crypto with gur parts

Access Wallet

|
charge of your moneyf=
; l

Ledger Family Pack

Scam URL: hxxps://ledgerwallet[.]support/
View CheckPhish Insights page
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Conclusion -
What Happens from Here?

Our data confirms the overwhelming volume of threats that surround the
cryptocurrency industry. We don’t anticipate this abating. In fact, we anticipate
just the opposite. So here are a few tips and recommendations for your brand, your
business and yourself.

1. For cryptocurrency foundations and business that operate directly in the
cryptocurrency industry, know that you are increasingly a target. Thieves will
attack your brand, mercilessly stepping on your domain and putting up fake sites
to fool and scam your customers. Be prepared with systems that can detect early
on brand infringements, fraud campaigns, and scams, and can help you stop them.

2. For businesses in general, recognize your employees will increasingly be targets
of cryptocurrency scams through emails or through employees innocently sharing
links. To stay ahead of this, consider a real-time URL scanning capability to
detect and block malicious links traversing your enterprise.

3. And as an individual, well you're just as much a target. As always, it’s important
to practice safe web browsing and emailing and remain vigilant. Avoid clicking
on any URLs sent your way if even slightly suspicious. And for safe measure, if
you’re uncertain about a link you’re preparing to click, use a free URL scanner
like CheckPhish.ai to scan the URL to get a real-time disposition. As the saying
goes, better safe than sorry.

Like credit card transactions over the web, cryptocurrency is here to stay. And

like with credit cards, there will always be fraud and theft to contend with. But
unlike credit cards where fraud detection and prevention is well-understood,
cryptocurrency’s novelty has many investors in ‘learn mode’ and as a result raises
the risk of the unsuspecting being scammed. Following these tips will help ensure
your brand, business and self all remain safe. And if you need more help, contact the
experts at Bolster. Their Al smarts, automated takedown capabilities and APIs will
keep your organization on your toes and steps ahead of the scammers.
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Appendix

Cryptocurrency Value vs. Scam Charts
Celebrity Scams — Top 5 Celebrities
Wallet Scams — Top 10
Cryptocurrency Scams — Top 10

B op o

1. Cryptocurrency Value vs. Scams

Bitcoin-See page 8
Ethereum-See page 8
Binance Coin:

Binance Coin Price vs. Scam

Cryptocurrency Scam Report — Cryptocurrency is booming, so are the scams.

Jan-20 Feb-20 Mar-20 Apr-20 May-20 Jun-20 Jul-20 Aug-20 Sep-20 Oct-20 Nov-20 Dec-20 Jan-'21 Feb-21

Price —e—— Scams ——@——
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Cardano:

Cardano Scaled Price vs. Scams

Jan-20  Feb-20 Mar-20 Apr-20 May-20 Jun-20 Jul-20 Aug-20 Sep-20 Oct-20 Nov-20 Dec-20 Jan-'21 Feb-21

Scaled Price = Price* 100 ——@—— Scams ——@——

PolkaDot:

Polkadot Price vs. Scams
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Aug-"20 Sep-"20 Oct-"20 Nov-"20 Dec-"20 Jan-21 Feb-21

Price —@—— Scams ——@——
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RippleXRP:

Ripple Price vs. Scams

Jan-20 Feb-20 Mar-20 Apr-20 May-20 Jun-20 Jul-20 Aug-20 Sep-20 Oct-20 Nov-20 Dec-20 Jan-'21

Scaled Price = Price* 100 ——@——

Litecoin:

Litecoin Price vs. Scams

Scams ——@——

Feb-21

Jan-20 Feb-20 Mar-20 Apr-20 May-20 Jun-20 Jul-20 Aug-20 Sep-20 Oct-20 Nov-20 Dec-20 Jan-21

Scaled Price = Price/10 —@——

Scams ——@——

Feb-21
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ChainLink:

ChainLink Price vs. Scams

Jan-20  Feb-20 Mar-20 Apr-20 May-20 Jun-20 Jul-20 Aug-20 Sep-20 Oct-20 Nov-20 Dec-20 Jan-'21 Feb-21

Scaled Price = Price* 10 ——@—— Scams ——@——

2. Celebrity Scams (Top 5)

1. Elon Musk — See scam examples on page 25-26
2. Jack Dorsey:

Medium
. -
Jack Dorsey— Official ETH and
BTC Giveaway

W twitker Live

JACK DORSEY

Abo " tter, B estments

5000 BTC

GIVEAWAY

in light of this, Jack Dorsey has personally allocated 5,000 Bitcoin to be
Fhven ol as & Wy b0 spoud up 1he provess of cryprocarreacy adoption
and to support the #STAYHOME for COVID-19.

. Wieves it a staey o jack Darsey. when you sigm o0 for m
Medun, Lna
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3. John McAfee:

Medium

John McAfee —Official ETH and
BTC Giveaway

L OFFICIAL CRYRT:
. AIRDROP

JOHN MCAFEE

Bi's been a wild ride everyone, after moving 10 tbe Babamas, flecing the US

CGovermment and desling with utter chses for the pan few moaths, one thing

$100,000 Biscoin folke, but right now that is the least of my worries.

To thank my followers for ther comtinuous support | am lausching the
i | #McAfee Crypio E & airdrop

e s sy o b e =

4. Yusaku Maezawa:

Cryptocurrency Scam Report — Cryptocurrency is booming, so are the scams.

Medium

g Tnshs Mo | ot

Yusaku Maezawa—Official ETH and
BTC Giveaway

®
%’ zozo

OFFICIAL
CRYPTO AIRDRCP

0 2019, 1 did & 100 méBion yen ghveawsy on Twirter (1M yen 10 100
wizaners). 1 hokd thee pecosd for tse imet retwented tweet, [ 2020, [ did &
hvemway of up 2o 1 bilion yer. This secial experiimest will stady the effects of
My 10 biltion yer

UBL Will yeu be bappher if you weee given
g Fapadly woeldwade. Will prople's lives

ivesway project b bes
A Iabor producrivi

benefit? This wi

ol atvention.
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5.

Bill Gates:

Bill Gates 5.000 BTC OFFICIAL GIVEAWAY by
Microsoft!

(LIVE]

. A 5.000BTC
GIVEAWAY

How do | participate?

If you would like to participate in the giveaway, it's very simple! All you need to do

amaunt af B

» Contribution Address: 1Gates: piGjmKUBpesDy GHxScUViGushSe

Send 0. BT 1o receive 0.2 BTC back

.5 BTC to receive 1.0 BTC back

1.
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3. Wallet Scams (Top 5)

Binance:
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2. Coinbase:

Coinbase 5,000 BTC Airdrop!

5,000+ BTC
Giveaway

coinbase

Cnimhase hss come along way in the past year and we coulds't do it withoor

it Cosihiie Cradit Cand, we are

2 ol af 5,000

ot oo

< s jast & pary

3. Gemini:

GEMINI

Gemini 5,000 BTC Giveaway!

Wakting for you iransaction..

L

Swep-by-step Guide:
1. To make & ransaction, use any wallet of exchange that supports BRcoin.
2. Send small amourtt you want multiplied by the promotion from your waliel,
For examale, to get 10 BTC, send 1BTC. You can use Elecirum or your wallet
of choice 10 send BTC.

3. Once we recihe your e wall send the
requested amount back to you.
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4. Luno:

= LUuno

Sign in

5. Atomic Wallet:

Validate Your Wallet

Please enter your mnemonic phrase

Cryptocurrency Scam Report — Cryptocurrency is booming, so are the scams.
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4. Cryptocurrency Scams (Top 5)

1. Bitcoin - See paper
2. ChainLink:

Medium

@

ChainLink Partners Binance Chain and
Does 5,000,000 LINK Giveaway

SERGEY

W NAZAROV

To participate in this event, open the link belaw and follow
instructons:

@ M e o story orn Chalaklrk, when o sign up for Mo m

3. Ethereum — See paper
4. Cardano:

Charles Hoskinson: 100 Million Cardano (ADA)
Giveaway Airdrop!

‘8 GIVEAWAY

- Candand Foundation, F xchain

CHARLES
HOSKINSON

We at the Cardano Foundation, believe that Blockehain te
15 Cardano (ADA) wil

1 100,000,000

us adoption of eryptocurrency.

How do | participate? O

I you would like to participate in the giveaway, it's very simple! All you need to do
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5. Ripple:

@.

JOIN THE

VI
<
=
=
Ll
=
o
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